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Abstract—With the rapid development of Wireless Ad Hoc and Sensor Network (WASN), large number of sensors need large number of IP addresses to connect to the Internet. Therefore, how to implement IPv6 in WASN becomes a critical research issue. In addition, because WASN is designed to run for long periods of time, how to reduce power consumption is another important research direction. For WASN, in which some sensor nodes may be allowed to move, an architecture for integrating IPv6 over Low power Wireless Personal Area Network (6LoWPAN) with Proxy Mobile IPv6 (PMIPv6) is indeed one solution but the handover latency of PMIPv6 still needs to be further improved. For this reason, this paper aims at improving the handover latency by implementing HF-PMIPv6 in the 6LoWPAN PMIPv6 architecture. Also, we investigate the influence of the handover determination for HF-PMIPv6 mode switching upon the 6LoWPAN PMIPv6 architecture and the follow-up problems for reference.
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Introduction
[bookmark: text]With the rapid development of WASN and the popularity of wireless mobile devices, people access information via sensing technologies, like WSN and RFID readers, and transmit data to remote databases via the Internet. For different demands and applications, like environment monitoring and MRT fare collection, users and administrators access the databases to search the data they need. Traditional sensors are usually fixed-location but recent sensor nodes and end-user devices have gradually become mobile handheld devices, which brings another challenge: when devices change locations, temporary data disconnection because of handover between base stations might occur. In view of this problem, the handover mechanism was proposed. Each device got an IPv4 address to communicate with sensor devices, but an ever-increasing number of handheld devices lately resulted in the depletion of available IPv4 addresses and even duplicate IP address conflicts between devices. Therefore, researchers started to allocate IPv6 addresses to devices and the concept of 6LoWPAN, IPv6 over Low power Wireless Personal Area Network, was born. Because of the increasing number and enhanced mobility of sensors or handheld devices, the handover mechanisms have received more and more attention. [1] proposes to implement PMIPv6 in the 6LoWPAN architecture. However, in PMIPv6, no tunnel is established for packet transmissions between the previous Mobile Access Gateway (i.e., P-MAG) and the target MAG (i.e., N-MAG) and there must be a certain probability of packet loss, which is not acceptable for transmitting real-time or high-security data. Thus, this paper proposes to implement HF-PMIPv6 in the 6LoWPAN architecture for reduction of handover latency, signaling cost and packet delivery cost.
The rest of this paper is organized as follows. Section 2 introduces the background and related work. Section 3 describes our proposed scheme, including the 6LoWPAN PMIPv6 architecture, its multi-hop structure, and the influence of hybrid-mode HF-PMIPv6 upon the 6LoWPAN PMIPv6 architecture. Section 4 uses the simulation to prove that our proposed scheme enables HF-PMIPv6 to suit the 6LoWPAN PMIPv6 architecture and indeed decreases the handover latency. The conclusion is given in Section 5.
Related Work
This section introduces Hybrid-mode Fast Handovers for Proxy Mobile IPv6 (HF-PMIPv6) and Proxy Mobile IPv6-based 6LoWPAN.
A. Hybrid-mode Fast Handovers for Proxy Mobile IPv6 (HF-PMIPv6)
As mentioned in [2], before performing the Layer-2 handover in the predictive mode, F-PMIPv6 establishes a tunnel between the P-MAG and the N-MAG. Through the tunnel, the P-MAG can forward packets to the N-MAG that stores the packets in its buffer temporarily to prevent packet loss. On the contrary, PMIPv6 does not set up a tunnel between the N-MAG and P-MAG in advance and packet loss therefore might occur when the MN is performing the handover.
In the F-PMIPv6 reactive mode, the MN performs the handover before the P-MAG sets up a tunnel to the N-MAG. As a result, the P-MAG cannot forward packets to the buffer of the N-MAG through the tunnel during the handover process, which might increase packet loss ratio. In addition, before  sending a Proxy Binding Update (PBU) to the Local Mobility Agent (LMA), the N-MAG exchanges signaling messages with the P-MAG for tunneling, which cannot solve packet loss and even causes extra signaling cost and handover latency. 
To adopt the advantages of the F-PMIPv6 predictive mode and solve packet loss problem of the F-PMIPv6 reactive mode, [2] proposes Hybrid-mode Fast Handovers for PMIPv6 (HF-PMIPv6), which uses a decision table to detect the current mobility mode (predictive or reactive mode). Supposing the mobility mode is predictive, HF-PMIPv6 sets up a tunnel between the P-MAG and the N-MAG to avoid packet loss. On the contrary, if the mobility mode is reactive, HF-PMIPv6 performs the handover immediately without setting up a tunnel for reduction of extra handover latency, signaling cost and packet delivery cost. Figure 1 and 2 depict the message flow of the HF-PMIPv6 predictive mode and reactive mode, respectively.
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Fig. 1. Message flow of the HF-PMIPv6 predictive mode
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Fig. 2. Message flow of the HF-PMIPv6 reactive mode

B. Proxy Mobile IPv6-based 6LoWPAN
Among mobile networks, 6LoWPAN is a low-cost protocol that enables power-limited wireless communications. Standardized by IEEE 802.15.4, 6LoWPAN allows the seamless connection between IEEE 802.15.4-based networks and the IPv6-based infrastructure. In addition, 6LoWPAN is especially suitable for small devices with lower power consumption. For mobility of sensor nodes on the move, we need efficient mobility supporting protocols for network connectivity and such mobility protocols can be divided into host-based mobility and network-based mobility protocols.
As described in [1], in the case of the host-based mobility method, when a 6LoWPAN Mobile Sensor Node (6LoMSN) moves to another PAN, it needs to exchange signaling messages with its home agent (HA) to ensure session continuity. Therefore, the host-based mobility method is not suitable for power-limited sensor nodes. The network-based mobility method, on the other hand, possibly can support mobility for the 6LoMSN without any extra mobility function. Supposing the network-based mobility is applied in 6LoWPAN, instead of any mobility-related signaling messages, what a 6LoMSN needs is a specific mobility agent in the network to detect the movements of the 6LoMSN, exchange mobility-related signaling messages, and manage the mobility in behalf of the 6LoMSN. Therefore, the network-based mobility method is the best resolution for supporting mobility for the 6LoMSN. 
Nevertheless, the traditional PMIPv6 protocol supports the single-hop-based networks only and cannot be applied to the multi-hop-based 6LoWPAN networks because the 6LoWPAN gateway (6LoGW) cannot detect the PAN attachment of the 6LoMSN directly. Consequently, [1] proposes a PMIPv6-based protocol architecture for the 6LoMSN mobility. To apply the single-hop-based PMIPv6 protocol in multi-hop-based 6LoWPAN networks, [1] defines a PAN attachment detection mechanism for the  6LoMSNs by using router solicitation (RS) and router advertisement (RA) messages to set up a simplified neighbor discovery protocol.
[image: C:\Users\kevin\Dropbox\研究所\文件\paper\投稿\小哈學長\圖檔\Proxy Mobile IPv6-based 6LoWPAN.jpg]
Fig. 3. Proxy Mobile IPv6-based 6LoWPAN Architecture
Advanced Handover Enhancement for 6LoWPAN PMIPv6 by HF-PMIPv6
To implement the PMIPv6-based 6LoWPAN architecture, [1] applies the 6LoWPAN to Mobile IPv6 using features of PMIPv6 and adopts the multi-hop communication capability of Zigbee to enable the single-hop-based PMIPv6 to be applied to multi-hop-based 6LoWPAN. However, the authors do not mention that PMIPv6 suffers from long handover latency. Therefore, according to the handover improvement mechanism of PMIPv6, this paper proposes to use HF-PMIPv6 to determine the mobility mode for reduction of handover latency, signaling cost and packet delivery cost. Also, we will investigate the multi-hop problem due to the implementation of HF-PMIPv6 in the 6LoWPAN PMIPv6 architecture and present appropriate coping strategies.
A. HF-PMIPv6 and the Multi-hop 6LoWPAN PMIPv6 
The major difference between the 6LoWPAN PMIPv6 and the conventional PMIPv6 architecture is that the multi-hop architecture and MAC layer of the 6LoWPAN PMIPv6 suits the 6LoMSNs while HF-PMIPv6 that is designed for PMIPv6 architecture ignores the multi-hop communication. In traditional PMIPv6, gateways communicate with nodes in single-hop communication, which restrains the distance between gateways and nodes though easy.
Based on [1] that applies 6LoWPAN to IEEE 802.15.4 Zigbee, our proposed 6LoWPAN PMIPv6 architecture changes single-hop mode to multi-hop mode, proposes a PMIPv6-based protocol architecture for the 6LoMSN mobility, and defines a PAN attachment detection mechanism for the  6LoMSNs using RS and RA messages to establish a neighbor discovery protocol.
[image: C:\Users\kevin\Dropbox\研究所\文件\paper\投稿\小哈學長\圖檔\6LoWPAN PMIPv6 transmission scheme2.jpg]
Fig. 4. Message Flow in the 6LoWPAN  PMIPv6 Architecture

B. Message Flow in the 6LoWPAN PMIPv6 Architecture by HF-PMIPv6
In [2], the authors proposes HF-PMIPv6 that determines whether to perform the handover in advance according to mobility modes to reduce handover latency, signaling cost and packet delivery cost. In this subsection, we describe how the 6LoWPAN PMIPv6 architecture with the implementation of HF-PMIPv6 differs from the conventional PMIPv6 architecture and discuss two mobility modes of HF-PMIPv6 respectively.
1) [bookmark: _Hlk336275239]Predictive Mode
In [2], the authors proposes HF-PMIPv6, in which a tunnel is established between the P-MAG and the N-MAG to prevent packet loss when the mobility mode is predictive. In the 6LoWPAN PMIPv6 architecture, the MAG functions as the 6LoGW, which enables 6LoWPAN to detect the PAN attachment of the 6LoMSN directly. Therefore, the message flow in our proposed 6LoWPAN PMIPv6 architecture is changed to 6LoMSN, 6LoFFD (6LoWPAN full function device), N-6LoGW and P-6LoGW. The 6LoMSN delivers packets to the P-6LoGW through the 6LoFFD using multi-hop communication. In the predictive mode, the P-6LoGW first connects to the N-6LoGW to establish the tunnel to prevent packet loss during the handover and to register to the LMA as fast as possible to reduce handover latency and signaling messages. Figure 5 shows the message flow of the 6LoWPAN PMIPv6 architecture in the HF-PMIPv6 predictive mode.
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[bookmark: _Hlk336276563]Fig. 5. Message Flow of the 6LoWPAN PMIPv6 Architecture in the HF-PMIPv6 Predictive Mode
2) Reactive Mode
When the mobility mode is reactive, as mentioned in [2], HF-PMIPv6 performs the handover directly without setting up a tunnel and the N-6LoGW searches for the ID of the 6LoMSN in the decision table immediately. If the ID exists in the table already, the N-6LoGW sends a PBU message to the LMA directly for the binding registration. After the LMA confirms the registration, a tunnel is established between the N-6LoGW and the LMA. The N-6LoGW simultaneously sends a RA message to the 6LoMSN via the 6LoFFD and forwards the packets to the 6LoMSN.

[image: C:\Users\kevin\Dropbox\研究所\文件\paper\投稿\小哈學長\圖檔\PMIPv6 hnadoff reactive mode(修改後)_v2.jpg]
Fig. 6. Message Flow of the 6LoWPAN PMIPv6 Architecture in the HF-PMIPv6 Reactive Mode

Simulation Data
	The authors of [2] have made handover improvements for F-PMIPv6 to suit into the 6LoWPAN environments. In this paper, we will further compare its performance efficiency with our proposed scheme. The focus of the simulation is divided into three parts: handover latency, signaling cost for transmission and packet delivery cost.
A. Handover Latency
The total handover latency of mobility management scheme W can be denoted by LW, as given in Equation (1). Packets from node x to node y can be delivered through wired or wireless links. The total handover latency of wired transmission is Tx,y=dx,y*Lw, while that of wireless transmission is TMN, FFD =TMAG, FFD =Lwl. Lw and Lwl refer to the handover latency of wired and wireless transmission, respectively. dx,y means the number of hops from node x to node y. dP-MAG,N-MAG : dP-MAG,LMA : dN-MAG,LMA=v:1:1. Lwl= 10 ms, Lw=2ms and TL2=50ms. In Equation (1), N means the number of FFDs that packets pass through and N=1.
	                               (1)
In the F-PMIPv6 reactive mode, because the P-MAG exchanges the Handover Initiate (HI) and Handover Acknowledge (Hack) packets with the N-MAG, the handover latency of F-PMIPv6 is more than HF-PMIPv6.
	        (2)
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Fig. 7.  Handover Latency of 6LoWPAN  HF-PMIPv6 and 6LoWPAN F-PMIPv6
Because HF-PMIPv6 does not set up a tunnel between the P-MAG and the N-MAG, its handover latency is not directly related to the number of hops between the P-MAG and the N-MAG. The handover latency of HF-PMIPv6 therefore does not alter with v value.
B.  Signaling Cost for Transmission
The signaling cost for transmission during the handover process can be denoted by Csession, as given in Equation (3). Signaling cost is closely related to SMR, Session-to-Mobility Ratio, and , the signaling cost generated by using mobility management scheme W for Binding Update.
	                              (3)
	                    (4)
In the F-PMIPv6 reactive mode, due to the HI/Hack packets exchanged between the P-MAG and the N-MAG, its signaling cost is obviously higher than HF-PMIPv6. The signaling cost for transmission can be calculated by Equation (5):
	                                                               (5)
We can calculate the signaling cost generated by using mobility management scheme W for Binding Update by Equations (4) and (5), where PCx means the processing time of node X, PCLMA=12, PCP-MAG= PCN-MAG=8, and Cx,y means the signaling cost from node X to node Y. Moreover, we set the value of  to 1 and the values of  and  to 5.
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Fig. 8. Relation Graph of Signaling Cost and SMR in the 6LoWPAN HF-PMIPv6
C.  Packet Delivery Cost
To send packets from one node to another, there is extra cost for packet delivery, () , which can be computed from Equation (6): 
                 	(6)
where  means the extra cost for tunneling between two nodes and  means the cost of losing packets. As displayed in Figure 5, there is no tunnel between the P-MAG and the N-MAG in the HF-PMIPv6 reactive mode and the value of  in the equation is 0. Therefore,  and we set the value of  and to 1, and the value of to 5. The total packet delivery cost can be computed from the following equations:
	               (7)

	(8)
Equation (7) and (8) reveal that of F-PMIPv6 is less than HF-PMIPv6 in the reactive mode because a tunnel is established between the P-MAG and the N-MAG and thus leads to additional cost for tunneling, which can be computed with Equation (9):
	   (9)
where  and H refer to the packet arrival rate per unit time. The value of H can be computed by , the average packet size that is set to 200 bytes, and , the average signaling packet size that is set to 96 bytes. The packet arrival rate H can be computed with Equation (10):
	(10)
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Fig. 9. Relation Graph of Packet Delivery Cost and Packet Arrival Rate in the 6LoWPAN HF-PMIPv6
Conclusion
In view of packet loss problems, this paper proposes to add 6LoFFD and 6LoGW (P-MAG) to HF-PMIPv6 and implements the modified HF-PMIPv6 in the 6LoWPAN to reduce the packet loss ratio of PMIPv6. Also, a decision table is adopted to replace the tunnel of F-PMIPv6 for performance enhancement. Our simulation results reveal that the implementation of the modified HF-PMIPv6 in the 6LoWPAN architecture significantly reduces handover latency, signaling cost and packet delivery cost.

References
[1] Jinho Kim, Tim Haw, Eung Jun Cho, and Choong Seon Hong, “A 6LoWPAN Sensor Node Mobility SchemeBased on Proxy Mobile IPv6,” Mobile Computing, IEEE Transactions on, Dec. 2012, pp. 2060-2072.
[2] Meng-Hsuan Lin, Whai-En Chen, Chao-Hsi Huang, “HF-PMIPv6 : An Enhanced Fast Handovers for Network-based Mobility Management,” Advanced Infocom Technology 2011 (ICAIT 2011), International Conference on, 11-14 July 2011, pp. 1-7.
[3] D. Kwak, J. Mo, and M. Kang, "Investigation of Handoffs for IEEE 802.11 Networks in Vehicular Environments," in Proceedings of the First International Conference on Ubiquitous and Future Networks, Hong Kong, China, June 2009, pp. 89-94. 
[4] N. Choi, S. Choi, Y. Seokt, et al., "A Solicitation-based IEEE 802.11p MAC Protocol for Roadside to Vehicular Networks," Mobile Networking for Vehicular Environments, 2007, pp. 91-96.
[5] Y. A. Powar and V. Apte, “Improving the IEEE 802.11 MAC Layer Handoff Latency to Support Multimedia Traffic,” Wireless Communications and Networking Conference (WCNC 2009), 2009, pp. 1-6.
[6] K. Zhu, D. Niyato, P. Wang, E. Hossain and D. I. Kim, “Mobility and handoff management in vehicular networks: a survey,” Wireless Communications and Mobile Computing, Oct. 2009.
[7] Y. FUKUDA and Y. OIE, “Decentralized Access Point Selection Architecture for Wireless LANs Deployability and Robustness,” Vehicular Technology Conference, vol. 2, 2004, pp. 1103-1107.
[8] Kuang-Hui Chi and Li-Hsing Yen, "Load balancing for Non-homogeneous IEEE 802.11 networks using association control," work in progress.
[9] 	M. Heusse, F. Rousseau, G. berger-Sabbatel, and A. Duda, "Performance anomaly of 802.11b," in Proc. Infocom 2003, San Francisco, CA, USA, 2003, pp. 836-843.
[10]  O. Brickley, S. Rea, and D. Pesch, “Load Balancing for QoS Enhancement in IEEE 802.11e WLANs Using Cell Breathing Techniques,” Proc. IFIP Mobile and Wireless Communication Networks Conf., Int’l Federation for Information Processing, 2005, www.aws.cit.ie/personnel/ Papers/Paper268.pdf.
[11]  S. Vasudevan et al., “Facilitating Access Point Selection in IEEE 802.11 Wireless Networks,” Proc. Internet Measurement Conf., Usenix Assoc., 2005, pp. 293–298.
[12]  E. H. Ong and J.Y. Khan, “An Integrated Load Balancing Scheme for Future Wireless Networks,” International Symposium on Wireless Pervasive Computing ( ISWPC 2009), 2009, pp. 1-6.
[13]  S. Tartarelli and G. Nunzi, “QoS Management and Congestion Control in Wireless Hotspots,” Network Operations and Management Symposium (NOMS 2006), 2006, pp. 95-105.
[14] Tüysüz, M.F.; Mantar, H.A.; , "Access point selection for improving the voice quality and overall throughput in wireless LANs," 2010 International Conference on Software, Telecommunications and Computer Networks (SoftCOM), pp. 165-169, 23-25 Sept. 2010 .
[15]  ITU-T, "G.1010: End-user multimedia QoS categories," 2001.
[16]  Tin-Yu Wu ,"An Efficient Pre-scanning Scheme for Handoff in Cooperative Vehicular Networks,"International Symposium on Personal Indoor and Mobile Radio Communications (PIMRC 2011),2011, pp.583-587.
[17]  Cisco,Catalyst 2948G-L3 and Catalyst 4908G-L3 Software Feature and Configuration Guide


image1.jpeg
MN P-MAG N-MAG L)

2
>

' ' f \
' 1. Report ' | \
il -ID)_, 2m : Decision Table !
=== MN-1, “P" flag, HNP)|

H » « ag, lkccordm =l
. 4. Hack 1 empty | |
' g |
) 1 |
| ] 5. HI 1 | |
! ! D F Mg ! | I
! R (.
: ' T | 1
' 6. Hack ! .
1 ( F" flag) 1 1 i
: | 1
. ! | 1 1
[l & = 7. tunneling— —» 1 1
! | | y HE
= 1 8. Forward Packets | Duffering |
r Esesaee=es ' 1
] : ! ' [
g . | 1
2 9. 1.2 Handover [
g MN-1 [
g ! ' |

2 - -
200 f' .
= 1 N i)
2 ! 11. Deliver Packets| Removing Peciion 1ablq
| i - morv | |
i ) Cemen ] |
I i Comoe T |
: ! 13.PBU |
: H (MN-1) !
H ! 14. PBA !

' H (e

i 16. RA i !
: (HNP) fe-15. Bi-Dir tunncl.-»}
) 1 1
i | 17. Deliver Packets |
—---d
! |





image2.jpeg
MN P-MAG N-MAG LMA
! ' 1 '

1. L2 Handover 1
(MN-1)

: Decision Table

empty
empty
empty





image3.jpeg
Local Mobility Anchor
(LMA)

TPv6 Network

Router

6LoWPAN
Gtacway 1

6Lo\\ I‘AN
FFDS




image4.jpeg
Beacon(PAN ID)
D E—

Proposed Router Solicitation

(Unicast)

Proposed Router Advertisement

AAA Request
—_—

AAA Reply
[e—

Proxy Binding Update

| "

Proxy Binding Acknowledgement

S R E—

ectional Tunnel

Establish





image5.jpeg
Beacon _|
PAN ID’
Router Solicitation—s Decision Table
- Hi— — Recordings [— ML
[ empty
b— —mack — —| empty
| A
— — —HI— — |
|
— — HIACK — —y |
|
~ _T“"l“““' — A bumering_ |
t— Forward Packets ED:D |
1
Handoff Querying
—_—
Delivgr Packets Removing
—_—— ] — e T
PBU———|
«———PBA:
— —Tunnnel — -»|
Router|Advertisemeny
Deliver [Packets
— = pu i e <





image6.jpeg
I(vl.oMSNI P-6LoFFD P-6LoGW -6LoFFD LMA I
Handoff
Decision Table
empty
empty
empty
A
- -Quer)ing'
PBU——
[e———PBA-
le— ~Tunnnel— —s
Router|Advertisement
Deliver| Packets el





image7.jpeg
=—&— HF-PMIPv6

—a— F-PMIPV6

76.5

76

i L
o) o)
i ~

2
(Sur) A0UdJe T JOAOPURL]





image8.jpeg
Signaling Cost

700

600

500

A
=)
=]

»
=]
=]

200

100

=—&— HF-PMIPv6

—8—F-PMIPV6

i i i
02 04 06 08 1 12
Session-to-Mobility Ratio (SMR)

14




image9.jpeg
Packet Delivery Cost

80

70

60

50

40

30

20

10,

T

—— HF-PMIPV6

—s—F-PMIPv6

Packet Arrival Tate (o)




